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How VLANs Work | Networking Basics | Cisco CCNA - How VLANs Work | Networking Basics | Cisco
CCNA 11 minutes, 7 seconds - Unlock the basics and benefits of VLANs (Virtual Local Area Networks) in
this easy-to-understand video! Whether you're studying ...

Free CCNA | Standard ACLs | Day 34 | CCNA 200-301 Complete Course - Free CCNA | Standard ACLs |
Day 34 | CCNA 200-301 Complete Course 46 minutes - Free CCNA, 200-301 flashcards/Packet Tracer labs
for the course: https://jitl.jp/ccna,-files My CCNA, Book: Vol 1: ...

Introduction

Things we'll cover

What are ACLs?

How ACLs work

Implicit 'deny'

ACL Types

Standard Numbered ACLs

Standard Named ACLs

Things we covered

Quiz 1

Quiz 2

Quiz 3

Quiz 4

Quiz 5

Boson ExSim

AI e sicurezza: le nuove soluzioni Cisco per reti intelligenti e supply chain protette - AI e sicurezza: le nuove
soluzioni Cisco per reti intelligenti e supply chain protette 34 seconds - Per, saperne di più leggi l'articolo
completo: ...

CCNA Course for Beginners - Full Course 10.5 Hours (Part 1) - CCNA Course for Beginners - Full Course
10.5 Hours (Part 1) 10 hours, 34 minutes - IMPORTANT NOTE: For better preparation, I recommend my
well-organized Udemy course, which includes slides, bite-sized ...

Intro \u0026 Instructor's Background



CCNA Course Topics Overview

Section 1: Part 1 - Network Fundamentals - OSI Model - Topics Overview

OSI Model vs. TCP-IP Model

OSI Model - Encap \u0026 Decap

OSI Layer 7 - Application Layer

OSI Layer 4 - Transport Layer

OSI Layer 3 - Network Layer

OSI Layer 2 - Data Link Layer

OSI Layer 1 - Physical Layer

Section 1: Part 2 - Network Fundamentals - Network Architectures \u0026 CLI Basics - Topics Overview

3-Tier Campus Network Design

Cisco Campus Switching Hardware Portfolio

WAN - Circuit Switched vs. Packet Switched Network

WAN - Metro Ethernet

WAN - MPLS

WAN - SOHO DSL \u0026 Cable Architecture

WAN - Wireless WAN

WAN - Service Provider POP Design

Cisco Routing Hardware Portfolio

Basics of Cisco CLI

Section 2: Part 1 - LAN: Wired \u0026 Wireless - LAN Switching Concepts - Topics Overview

Ethernet Overview

What is MAC Address

Ethernet Frame Architecture

Switching Fundamentals: Hub vs. L2 Switch vs. MLS

Collision Domain vs. Broadcast Domain

How does a switch build it's MAC table

ARP Overview

ARP Deep Dive
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VLAN Overview

VTP Overview

VTP Configuration

Trunking Overview

DTP Overview

Switch Port Modes

Trunk Configuration

CCDP \u0026 LLDP Overview

STP Overview

STP Deep Dive

PVST Overview

RSTP Overview

STP Optional Features

STP CLI

EtherChannel Overview | PAgP vs. LACP

Layer 2 EtherChannel Overview \u0026 Config

Layer 3 EtherChannel Overview \u0026 Config

Inter VLAN Routing Overview

Inter VLAN Routing - Router on a Stick

Inter VLAN Routing - SVI

Section 2: Part 3 - LAN: Wired \u0026 Wireless - Wireless Deep Dive - Topics Overview

Wireless LAN Overview

Wireless LAN Design Basics

Wireless LAN Topologies Overview

Wireless LAN Channels \u0026 Bands Overview

Wireless LAN 802.11 Standards Overview

Wireless LAN Architectures Overview

Wireless LAN Deployment Models Overview

Wireless LAN Security Overview
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Wireless LAN Security Deep Dive

Section 3: Part 1 -IP Addressing \u0026 Routing - IPv4 Subnetting - Topics Overview

IPv4 Overview

IPv4 Binary to Decimal Conversion Chart

IPv4 Address Classes | Classful vs. Classless IP Addressing

Private vs. Public IP Addressing

NAT Overview

IPv4 Subnetting: How to Subnet Networks

IPv4 Subnetting: How to Subnet Hosts

Section 3: Part 2 -IP Addressing \u0026 Routing - IPv4 Routing Deep Dive - Topics Overview

IPv4 Routing Overview

Routing Protocols vs. Routed Protocols

What's the Job of a Routing Protocol

IGP vs. EGP

Routing Classification \u0026 Types

Routing Algorithms - Distance Vector vs. Link State

How Does Routing Table Work

Static Routing Overview \u0026 Configuration

Static Route, Default Route \u0026 Floating Static Route Overview \u0026 Configuration

Section 3: Part 3 -IP Addressing \u0026 Routing - OSPF Deep Dive - Topics Overview

Static vs. Dynamic Routing Review

OSPF Overview

OSPF Areas \u0026 Terminology

OSPF LSA Types

OSPF Header Packet Types

OSPF Neighbor Adjacency Formation - 7 States

OSPF Neighbor Adjacency Requirements

OSPF Network Types + DR \u0026 BDR Election

OSPF Metric - Cost
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OSPF Configuration \u0026 Lab

OSPF Router ID \u0026 Interface Priority

OSPF Route Summarization Overview \u0026 Configuration

OSPF Default Routes Overview \u0026 Configuration

OSPF Show \u0026 Verification Commands

it is still useful to study for the CCNA 2023 - it is still useful to study for the CCNA 2023 22 minutes -
CCNA 2023: Study for Success! Find out if it's still worth investing in preparation\n\n\n? Please leave ?? to
the video ...

Cisco CCNA Packet Tracer Ultimate labs: DHCP Server Lab 1: Answers and demonstration - Cisco CCNA
Packet Tracer Ultimate labs: DHCP Server Lab 1: Answers and demonstration 3 minutes, 4 seconds - Packet
Tracer file: https://goo.gl/D4ppLv Get the Packet Tracer course for only $10 by clicking here:
https://goo.gl/vikgKN Get my ...

How to pass your CCNA in less than 100 days in just 4 steps. - How to pass your CCNA in less than 100
days in just 4 steps. 7 minutes, 57 seconds - Book a call here if you'd like mentorship:
https://api.leadconnectorhq.com/widget/bookings/zerotoengineerg3jxh7 DM me on IG if ...

Cisco Certified Network Associate (CCNA 200-301) Training | Free Cisco Certification Course - Cisco
Certified Network Associate (CCNA 200-301) Training | Free Cisco Certification Course 10 hours, 12
minutes - Cisco, Certified Network Associate (CCNA, 200-301) Training | Free Cisco, Certification Course
Welcome to this comprehensive ...

Welcome and Introduction

Networking history, evolution, and the TCP/IP Model

The 2 TCP/IP Models

OSI Networking Model

Questions

Application layer \u0026 BGP

LAN, Ethernet , Fiber, Cable, and More

Sending Data in Ethernet LAN

Lab

Questions

LAB

How Leased-Lines Work

How Routing Works - IP Routing Logic over LANs \u0026 WANs. IP + ARP, EoMPLS

Questions
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Command Line interface

LAB - Command Line Interface

Cisco Switch Memory Types

Questions

Switching and Campus LANS

Ethernet Frames

Sample Switch Forwarding and Filtering Decision

Forwarding decision with two switches: First Switch

Switch Learning: Empty Table and Adding Two Entries

Challenges

Spanning Tree Protocol

Lab: Intro to Switch

Basic Switch Configuring

Switch Virtual Interface (SVI)

Lab: VLAN

Default Gateway

Lab: Default Gateway \u0026 DHCP

Questions

Lab: Switch Configuration

Lab: Adding more Switches

LAN Switch Interface Status Codes

Lab: Switch Configuration Part 2

Broadcast Domain VS Collision Domain

Questions

VLAN Concepts

Trunking/Trunk Port

802.1Q Trunking

Layer 2 Switches Challenges

Lab: How to Setup VLANs
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Lab: Trunking

Voiceover IP

Lab: Voiceover IP

Questions

Spanning Tree Protocol

Example: Election Process

Spanning Tree Protocol

Rapid Spanning Tree

Questions

Subnetting

Questions

How to Subnet?

Questions

Suppernetting/Supernet/Summary Address

Example: Bad Ip addressing

Example: Good Ip addressing

Example: Data Center + Cloud

Questions

Example: Subnet Mask Conversion

Subnet Design

Questions

Cabling Diagram of an Enterprise Network

Configure Router (Hands-On Lab)

Questions

Corso Cybersecurity: Introduzione alle reti - Parte 1 - Corso Cybersecurity: Introduzione alle reti - Parte 1 9
hours, 6 minutes - Per, iniziare il corso cybersecurity al meglio è importante conoscere come creare /
configurare e manutenere una rete. Nell'ambito ...

Introduzione al corso

Introduzione al corso Linux base Ubuntu
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La storia di Linux

Licenze software e le modalità di installazione di Linux

Come installare Linux con Virtualbox

Installare Linux con Hyper-V per Windows 10

Comandi linux base e gerarchia delle cartelle

Comandi linux base 2

Gestione utenti Linux

Come installare programmi su Linux

Permessi Linux per file e cartelle

I caratteri Jolly su Linux

Cercare file e directory: I comandi find

Comandi base Linux: Esercizi #1

Corso Sistemi e Reti 4° anno - Introduzione alle Reti

Il modello ISO-OSI

Cos'è un indirizzo IP

Differenza tra IPv4 vs IPv6

Il modello TCP-IP

Cos'è la subnet mask

Cos'è il MAC Address

Introduzione ai dispositivi di rete

Cosa sono gli Indirizzi IP riservati

Introduzione al subnetting

Come calcolare le subnet

Esercizi vari sul subnetting

Fase di Ricognizione - Corso Ethical Hacking 2024?2025

Tipi di connessione tra dispositivi

Tipi di reti cablate: PAN: LAN, MAN, WAN

Come cambiare IP ai dispositivi e il protocollo DHCP

Come connettere 2 dispositivi con il cavo Ethernet nella pratica
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Creare una connessione wireless: rete PAN

Introduzione alla creazione delle reti con Cisco Packet Tracer

Creiamo una rete LAN su Packet Tracer

Andiamo a creare una Wireless LAN (WLAN) con un AccessPoint

Cos'è e come funziona Internet

Cos'è il protocollo NAT e a cosa serve

Differenza tra IP pubblico e privato

IP Pubblico e Privato

Routing Statico: Come far comunicare 2 LAN con Internet

Cos'è un server, come funziona e cosa può offrirci

Cosa sono i socket e come comunicano con noi

Cos'è SSH e come installarlo

Cos'è e come usare Samba e WebMin

Come installare NFS

Cos'è FTP e perché è utile

Cos'è il protocollo HTTP con Burp Suite Community

Qual è la differenza tra browser e motore di ricerca

Cos'è il web server Apache?Nginx

Cos'è e come funziona un URL

Cos'è il servizio DNS e come funziona

Come creare un server DNS

Corso Sistemi e Reti 5° anno - Introduzione ai sistemi di sicurezza delle reti

Cosa sono le VLAN

Comunicazione VLAN tra 2 infrastrutture

Comunicazioni tra più VLAN e router on a stick

Crittografia simmetrica e asimmetrica

Attacco bruteforce - Corso Ethical Hacking 2024?2025

Cifrario di cesare: Attacco bruteforce

Crittografia asimmetrica
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Crittografia: Le funzioni di hash

Sniffing attack: Intercettazione dei file

Crittografia: Dove vengono usati gli algoritmi di hash

Sistemi di autenticazione: Introduzione alla firma digitale e certificato digitale

Sistemi di autenticazione: Come funzionano firma digitale e certificato digitale

Tipi di attacchi informatici e come riconoscerli

Gli attacchi esterni: phishing, DDoS, MITM e sniffing

Introduzione al protocollo SSL?TLS

Il funzionamento del TLS

La sicurezza delle email: Tutti i livelli di sicurezza

Differenza tra VPN e proxy

Le VPN per le aziende

VPN per le aziende: Caratteristiche

I firewall: Introduzione

I tipi di firewall: Packet Filter Router, Bastion host e Proxy

Cos'è il DMZ firewall

Introduzione alle reti wireless

I protocolli crittografici delle reti wireless

Cos'è e Come fare port forwarding

Come cambiare le frequenze della vostra rete

Come funziona un ripetitore WiFi?

CCNA Course for Beginners - Full Course 10 Hours (Part 2) - CCNA Course for Beginners - Full Course 10
Hours (Part 2) 10 hours, 8 minutes - IMPORTANT NOTE: For better preparation, I recommend my well-
organized Udemy course, which includes slides, bite-sized ...

Section 3: Part 4 -IP Addressing \u0026 Routing - IPv6 Deep Dive - Topics Overview

Why IPv6

IPv6 Overview

IPv4 Header vs. IPv6 Header

IPv6 Address Types \u0026 Scopes
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IPv6 Multicast Address

IPv6 Neighbor Discovery - Four ICMPv6 Messages

IPv6 Neighbor Discovery - Solicited Node Multicast

IPv6 Address Assignment

IPv4 to IPv6 Migration Strategies

IPv6 Routing \u0026 Subnetting

IPv6 Lab - Static Routing

Section 4: Part 1 -IP Services - Topics Overview

FHRP Overview

How FHRP Works

HSRP vs VRRP vs GLBP

HSRP Overview \u0026 Configuration

DHCP Overview \u0026 Configuration

DNS Overview

NTP Overview \u0026 Configuration

SNMP Overview

Syslog Overview

Syslog Configuration

SSH Overview \u0026 Configuration

TFTP \u0026 FTP Overview

Section 4: Part 2 -IP Services - NAT \u0026 QoS - Topics Overview

NAT Overview

3 Types of NAT Overview \u0026 Configuration

QoS Overview

How to Implement QoS in Real World

QoS Tools \u0026 Techniques Overview

QoS Classification \u0026 Marking

QoS Queuing Overview

QoS Traffic Shaping \u0026 Policing Overview
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QoS Congestion Avoidance Overview

Summary of QoS Tools \u0026 Techniques

End-to-end QoS - Real World Perspective

Section 5: Part 1 -Security Fundamentals - IPv4 ACLs - Topics Overview

ACL Overview

Standard ACLs Overview

Wildward Mask in ACL

Standard ACLs Configuration Lab

Extended ACLs Overview \u0026 Configuration Lab

Named ACLs Overview \u0026 Configuration

ACLs Best Practices - Real World Perspective

Section 5: Part 2 -Security Fundamentals - Security Deep Dive - Topics Overview

Network Security Overview

Network Security Terminology Overview

Network Security Vulnerabilities Overview

Security Defense Techniques - Security Policy Overview

Security Defense Techniques - Authentication Overview

Defense in Depth Overview

AAA Overview | RADIUS \u0026 TACACS

Security Features - Switchport Security

DHCP Snooping Overview \u0026 Configuration

Dynamic ARP Inspection Overview \u0026 Configuration

Firewall Overview

Stateful Firewall Overview

Firewall Security Zones Overview

IPS Overview

Why a Traditional FW isn't Good Enough

Traditional FW vs. Next-Gen FW

Why a Traditional IPS isn't Good Enough
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Traditional IPS vs. Next-Gen IPS

Section 6: Part 1 -Network Automation - SDN Deep Dive - Topics Overview

SDN Overview

SDN Overview - Southbound APIs \u0026 Northbound APIs

REST API Overview

Distributed vs. Centralized Control Plane

Why SDN - Real World Perspective

SDN Solutions Overview - OpenFlow, ACI, APIC-EM, SD-Access \u0026 SD-WAN

Cisco SDN Controllers - ACI Overview

Cisco SDN Controllers - SDA Overview

SDA vs. Traditional Access Layer Design

Types of Physical Servers - Tower Server, Rack Server \u0026 Blade Server

Physical Server Architecture vs. Virtual Server Architecture

Evolution of Data Center from On-Prem to Private Cloud (IaaS)

Public Cloud IaaS Overview

Section 6: Part 2 -Network Automation - Automation Deep Dive - Topics Overview

API Overview

REST API, HTTP Verb \u0026 URI Overview

Data Serialization \u0026 JSON Overview

JSON Data Types Overview

DevOps Overview

Configuration Management Tools Overview - Ansible, Chef \u0026 Puppet

my experience taking the CCNA 200-301 v1.1 in 2025 - my experience taking the CCNA 200-301 v1.1 in
2025 10 minutes, 12 seconds - how to pass your ccna, in 2025. Thanks for watching please like comment and
subscribe Subscribe to channel for weekly videos ...

Intro

My Experience

Exam Resources

Future Plans
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Tips

Networking Week: Understanding and Implementing Spanning-Tree Protocol - Networking Week:
Understanding and Implementing Spanning-Tree Protocol 1 hour, 35 minutes - One of the core technologies
for CCIE, CCNP, or even CCNA, is the Spanning Tree Protocol. The Spanning Tree Protocol (STP) is ...

Spanning Tree

What Exactly Is Spanning Tree

Why Do We Actually Need Spanning Tree

What Exactly Is a Root Bridge

What Spanning-Tree Does

How Does Spanning-Tree Block That Link

Root Bridge

How Spanning Tree Blocks or Prevents Loops

Election Process

Selection Criteria for Root Bridge Selection

Spanning Tree Has Three Modes

The Difference between Root Port versus Designated

Criteria for Root Port Selection for Bridge

Criteria for Root Port Selection

Compare Cost Stp Cost

Every Link Must Have One and Only One Designated Port

Examples

Port States

Link Must Have a Designated Port

System Priority

Define the Block Ports

Show Spanning Tree Summary

Local Interface Cost

Priority Rule

Mst
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Advantages of Mst

How To Avoid Spanning Tree Loops Caused by Plugging 2 Ports to the Same Phone

When Growing Hs Rp between Switch 1 and Switch 2 and Switch One Is Set on Priority How Would the
Load Balance Based on Priority

What Is Boundary Port in Mst

Boundary Port

IT Certifications and Courses to Start a Job? IT Technicians - IT Certifications and Courses to Start a Job? IT
Technicians 6 minutes, 54 seconds - I'm answering Ivan's question about which courses to take to become an
IT technician and possibly a cybersecurity expert ...

Cisco Certified Network Associate | CCNA 200-301 | Free CCNA 200-301 Training Part One - Cisco
Certified Network Associate | CCNA 200-301 | Free CCNA 200-301 Training Part One 3 hours, 33 minutes -
In this livestream series Cisco, Certified Network Associate | CCNA, 200-301 | Free CCNA, 200-301
Training we provide free cisco, ...

Intro

First Lab

Second Lab

Do you know these Cisco IOS Commands? - Do you know these Cisco IOS Commands? 14 minutes, 42
seconds - How well do you know the Cisco, IOS? Do you know these Cisco, IOS commands? Hidden
giveaways in this video :) Amaze others ...

linenum

sh run all

default interface

reload in /

The BEST way to study // CCNA - Linux+ - The BEST way to study // CCNA - Linux+ 34 minutes - The
BEST way to study ------- TEACH ??LEARN PYTHON: http://bit.ly/2Kk5mn9 (Codecademy) Python For
Network Engineers: ...

The Absolute Best Way To Learn

Start Getting Involved in the Community

How To Transition into a Remote Job

Which What's the Best Material To Learn Python

Best Way To Learn Python

Diventa Esperto in Reti CISCO. Certificati ed organizzeremo per te Colloqui di LAVORO - Diventa Esperto
in Reti CISCO. Certificati ed organizzeremo per te Colloqui di LAVORO by VOLTA INSTITUTE 224
views 2 years ago 16 seconds - play Short - PER, INFO: https://corsi.istitutovolta.eu/cisco,-
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canvas?utm_source=demct\u0026utm_medium=mailup\u0026utm_campaign=cisco, Al termine ...

What I Wish I Knew Before Pursuing the Cisco CCDE Exam - What I Wish I Knew Before Pursuing the
Cisco CCDE Exam 10 minutes, 4 seconds - Are you considering pursuing the Cisco, CCDE exam but
wondering what to expect? In this video, Orhan Ergun shares his ...

How to Guarantee you will pass your CCNA - How to Guarantee you will pass your CCNA 5 minutes, 59
seconds - Start the FREE I.T. Introduction Course with CourseCareers Now:
https://coursecareers.com/a/thebeardeditdad?course=it Are ...

Intro

Tip #1 Find your Study Method

Tip #2 Lab Every Day

Tip #3 Practice Exams

Why Certifications are Important

What's on the Exam

Recap

Cisco CCNA 200-301 Comandi Base - Cisco CCNA 200-301 Comandi Base 23 minutes - Enjoyed the
video? Support the creator! Show some love: Like the video – it helps a lot! Subscribe to the channel ...

intro

user mode prompt

Privilege mode

Configuration mode

Time configuration

Configurazione Acesso

Configurazione Messaggio del giono

Configurazione Accesso SSH

Must Know Cisco CCNA IOS Commands | Part 1 - Must Know Cisco CCNA IOS Commands | Part 1 39
minutes - Thank you for watching my video. Must Know Cisco CCNA, IOS Commands | Part 1 World class
IT certification video training, ...

Introduction

Howtonetworkcom

Data Center Racks

Live Racks

Initial Configuration Mode
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Cisco IOS Commands Book

Enable Mode

Show Version

More Dash

Host Name

Startup Config

dir

copy

show memory

showdiag

show interfaces

show ip

boot systems

Access Control Lists | Cisco CCNA 200-301 - Access Control Lists | Cisco CCNA 200-301 13 minutes, 28
seconds - Join the Discord Server! https://discord.com/invite/QZ2B9GA3BH --------------------- MY FULL
CCNA, COURSE CCNA, ...

What Is an Access Control List

Access Control Lists

Three Types of Access List

Extended Access List

Named Access List

Standard Access

Wildcard Mask

Operator

Examples

List Rules

Standard List

Extended Access List

Network Devices | Networking Basics | Cisco CCNA - Network Devices | Networking Basics | Cisco CCNA
8 minutes, 5 seconds - In this video, we break down the most essential network devices — the hardware that
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keeps the internet and local networks ...

Introduction

Hub

Bridge

Switch

Router

Outro

How to check cisco router interface details? #ciscocertification - How to check cisco router interface details?
#ciscocertification by Network for you 1,459 views 3 weeks ago 16 seconds - play Short

CISCO CCNA: stai preparando questo esame? Allora questa lezione la devi vedere - CISCO CCNA: stai
preparando questo esame? Allora questa lezione la devi vedere 2 hours, 2 minutes - CISCO CCNA,: stai
preparando questo esame,? Allora questa lezione la devi vedere Il mio libro lo trovi qui:
https://bit.ly/3Vz69q3 ...

Cisco CCNA Mastering the Command-Line Interface - Cisco CCNA Mastering the Command-Line Interface
3 minutes, 26 seconds - Welcome to our Cisco CCNA, 200-301 series! In this video, we'll guide you through
*Mastering the Command-Line Interface* from ...

Basic network Configuration tutorial | Cisco packet tracer | Step by Step | Simple PDU - Basic network
Configuration tutorial | Cisco packet tracer | Step by Step | Simple PDU 7 minutes, 2 seconds - Networking
basics 2020 | In this video, I am covering configuration of a basic network using 4 pc's, 2 switches and 1
router as well ...
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